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ABSTRACT

Risks are unavoidable in any complex program. And 
over the years risk management has gradually become an 
important part of project management in each organiza-
tion. A short historical overview highlights the different 
evolution of risk and management thereof, which also 
explains the large variety of approaches.
One of the more common approaches used in all space 
organizations is a risk matrix. However, also risk matri-
ces suffer from parallel developments and change in pre-
sentation and, more important, in different scales of the 
axes, making comparisons impossible. Moreover, there 
is a clear need for different scales, in particular in terms 
of probabilities, for human versus robotic missions. For 
these reasons, a standard matrix will be proposed as the 
results of a comparison between the different matrices. 
Furthermore, a quantification method to compare the risk 
between different projects will be introduced.

1. INTRODUCTION

The perception of risk, and risk aversion, has con-
siderably evolved over time. Early explorers were 
well aware about the risks linked to their endeav-
ors, but the general public accepted this perception. 
As an example, expeditions crossing the seas were 
known to be risky, but still attracted considerable 
support and little resistance based upon risk con-
siderations.

Some reservations were made by advisors, such as the 
famous advice of the Council of Salamanca. Although he 
was partially convinced, the Spanish King asked for ad-
vice in 1486 to the ‘Council of Wise Men of Salamanca’ 
which concluded [1]:

There can be no justification for your Majesty’s support 
for a project based on extremely weak foundations and 
plainly, to anyone who knows about such things, impos-
sible to achieve.

We shall note here, however, that the majority of 
such opinions were driven by the strong intercon-
nection between science and religion at those times.

Still, it is hard to perceive nowadays that e.g. the 
voyage of Magellan around the world was consid-
ered as a success. Starting the expedition with five 
ships and 240 crewmembers, only one ship (the Vit-
toria) finally returned in 1522 with only 18 of the 
original crewmembers [2] (also Magellan himself 
died during the trip). Nowadays such a trip would 
be considered more as a disaster.
Polar expeditions at the end of the 19th century and 
at the early 20th century fall into the same category 
[3]:
• In 1845 John Franklin and a crew of 129 men got 

stuck in the polar ice and all died.
• The Terra Nova expedition in 1912 of Robert 

Scott failed to return safely and the whole crew 
died.

The general public was aware of the risky challenges but 
rather than condemning these expeditions encouraged 
them.

Closer in time is the first cross-Atlantic voyage by 
planes, the famous Orteig Prize. Before this prize 
was won by Charles Lindbergh in 21st May 1927, 
at least four experienced crews crashed or disap-
peared and a number of excellent pilots lost their 
lives (very often failing to lift off properly as a re-
sult of carrying too many supplies) [4].

It is interesting to note that in particular risks associated 
with novel expeditions seem to attract most public atten-
tion. Since 1950 some 900 people died whilst attempting 
to climb the Mount Everest (from which a large number 
were Sherpa’s) [5], with 2014 having the highest mortal-
ity yearly rate recorded, with an increasing trend. This 
fact seems not to catch any public attention, compared 
to the approximately 20 casualties in human spaceflight 
over a comparable period (since the 1960’s)

In the meantime risk perception has changed and 
society has become more risk avert. This has led 
to more in depth study of risk and uncertainty, and 
a systems approach on risk and risk mitigation, as 
we can note from the historical overview in next 
chapter.
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2. RISK AND RISK MANAGEMENT IN A 
 HISTORICAL CONTEXT

2.1 A definition of risk

In the 19th century, preliminary definitions of risk have 
been proposed, whereby risk was considered as a byprod-
uct of production and business activities [6]. In 1901, an 
US scholar proposed a relative accurate definition on 
risk, stating that

Risk is the impersonal expression of uncertainty that an 
unwanted event occurs 

Two elements of this definition became the foundation 
to research risk systematically from then onwards. The 
first is that risks exists impersonally; humans can avoid 
risk, control risk and transfer risk, but cannot eliminate 
risk. The second it that the core of risk is uncertainty, risk 
events occur with uncertainly, the results of the impact 
are subject to the same uncertainty. (source: [7])
Already as early as in 1921, Knight drew a sharp distinc-
tion between risk and uncertainty [8]. In 1964, William and 
Heins have taken people’s subjective factor into account, 
considering that the degree of uncertainty is depending 
upon personal judgment, and different people’s under-
standing of the same risk therefore may be different [9].
In 1992, Yates and Stone further raised the three-factor 
model of risk; a thorough analysis of the meaning of risk 
has been done in their works [10]. They postulated that 
risk is constituted by three factors: (1) potential loss; (2) 
significance of the loss; (3) uncertainty that potential loss 
occurred. Yates and Stone’s three-factor risk model, re-
flecting the basic meaning of risk essence, is the basic 
conceptual framework of modern risk theory. On 15th 
Nov. 2009, during the meeting of the International Stan-
dard Organization (ISO), the reference ISO 31000:2009 
Risk management – Principles and guidelines, was pub-
lished, whereby risk is defined as the effect of uncertainty 
on objectives. Both positive and negative impacts on ob-
jectives are included in this definition, as can be repre-
sented per following Fig. 1.

Figure 1: Risk definition (ISO, 2009)

Several definitions of risk have been given in publi-
cations. A rather alternative but very appropriate one 
is attributed to Alan Sheppard responding to a ques-
tion of a reporter whilst waiting for lift-off in 1961:

It’s a very sobering feeling to be here and realize that 
one’s safety factor was determined by the lowest bidders 
for 270,000 moving parts on a government contract.

2.2 Risk Management

In 1931, the Insurance Department of American Manage-
ment Association (AMA) began to advocate risk manage-
ment, and started to study issues related to risk manage-
ment and insurance, accumulating a wealth of experience 
in this field. In 1953, a big fire in General Motors shook 
the US business community and academia, and acceler-
ated the development of risk management. The first risk 
management text, Risk Management and the Business 
Enterprise, was published in 1963, and attracted wide-
spread attention in Europe and US [7].
Since then, research on risk management gradually tends 
to be systematic, so that risk management has become an 
independent discipline in the field of business manage-
ment. During the 1970s to 1980s, risk management de-
veloped rapidly. The USA, UK, Japan, France, Germany 
and other countries established national and regional risk 
management association. In 1983, experts from all over 
the world gathered in New York to participate in the an-
nual meeting of Risk and Insurance Management Soci-
ety (RIMS) to reach an agreement on risk management 
guidelines. In 1986, eleven European countries jointly 
established the European Risk Research Association. An 
international symposium on risk management held in 
Singapore showed to the risk management community 
that the movement had come into the Asian Pacific re-
gion, becoming a global movement [7].
Nowadays, risk management is a common tool and sev-
eral standards and guidance documents have become 
available in past decade. Just to give a few examples:
• ISO 31000, 2009, Risk management — Principles and 

guidelines
• FAA-H-8083-2, 2009, Risk Management Handbook, 

Federal Aviation Administration (FAA)
• BS 31100: 2008 Risk Management — Code of Prac-

tice, British Standard Institution (BSI)
• A Risk Management Standard, 2002, Federation of 

European Risk Management Association (FERMA) 
• AZ/NZS 4360: 2004, Risk Management, Australian/

New Zealand Standard.
• NASA/SP-2011-3422, NASA Risk Management 

Handbook
• ECSS-M-ST-80C, Space project management - Risk 

management
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In the Chinese space sector, risk management was intro-
duced from the 1980’s onwards and was based upon reli-
ability and safety management such as Failure Tree Anal-
ysis (FTA) and Failure Mode Effect Analysis (FMEA) 
and, later, Probabilistic Risk Assessment (PRA) and 
Failure Mode Effect and Criticality Analysis (FMECA). 
Although no global standard exists, several papers and 
articles have been published, such as:
• Jin Xunshu, 2002, Risk Management and its Appli-

cation in Space Program, Chinese Space Science and 
Technology, Vol. 22

• Yu Jin, 2012, Risk management in spacecraft develop-
ment, Aviation Industry Press

• Li Jiang, Lei Xiaogan, 2012, Risk analysis method of 
large-scale space development project based on multi-
agent technology, Journal of National University of 

Defense Technology, Vol. 34, No. 6, Dec. 2012
• Yang Jun, Lin Qian, Shen Jianming, 2011, Study on 

risk management in space program, Project Manage-
ment Technology, Aug. 2011

Closest to a standard is a FMECA based document pub-
lished by the State Administration of Science, Technol-
ogy and Industry for National Defense (SASTIND). This 
document [11] will therefore be used as a reference in the 
further comparisons.

3. RISK MATRICES

There are many methods to assess risk as listed in Tab. 1.

Tools and techniques
Risk assessment process

Risk 
Identification

Risk Analysis Risk 
EvaluationConsequence Probability Level of risk

Brainstorming SA1) NA2) NA NA NA
Structured or semi-structured interviews SA NA NA NA NA
Delphi SA NA NA NA NA
Check-lists SA NA NA NA NA
Primary hazard analysis SA NA NA NA NA
Hazard and operability studies (HAZOP) SA SA A3) A A
Hazard Analysis and Critical Control Points (HACCP) SA SA NA NA SA
Environmental risk assessment SA SA SA SA SA
Structure « Whatif ? » (SWIFT) SA SA SA SA SA
Scenario analysis SA SA A A A
Business impact analysis A SA A A A
Root cause analysis NA SA SA SA SA
Failure mode effect analysis SA SA SA SA SA
Fault tree analysis A NA SA A A
Event tree analysis A SA A A NA
Cause and consequence analysis A SA SA A A
Cause-and-effect  analysis SA SA NA NA NA
Layer protection analysis (LOPA) A SA A A NA
Decision tree NA SA SA A A
Human  reliability  analysis SA SA SA SA A
Bow tie analysis NA A SA SA A
Reliability centred  maintenance SA SA SA SA SA
Sneak circuit analysis A NA NA NA NA
Markov analysis A SA NA NA NA
Monte  Carlo  simulation NA NA NA NA SA
Bayesian statistics and Bayes Nets NA SA NA NA SA
FN curves A SA SA A SA
Risk indices A SA SA A SA
Consequence/probability  matrix SA SA SA SA A
Cost/benefit analysis A SA A A A
Multi-criteria decision analysis A SA A SA A
1) Strongly applicable.
2) Not applicable.
3) Applicable

Table 1: Comparison of Risk Assessment tools ([12], [13])
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However, a risk matrix (labeled as consequence/prob-
ability matrix in Tab. 1), whereby the axes represent the 
severity of consequence and likelihood separately, is one 
of the most wide-spread tools in the space sector. Most 
organizations have developed over the last decades an 
own risk matrix.
A typical 4×4 matrix, as used by FAA, is represented in 
Fig. 2, 

Figure 2: FAA risk matrix (FAA, 2009)

A more complex 4x5 matrix is used by the US Depart-
ment of Defense (DoD), including a more detailed num-
ber of categories, as can be noted from Fig. 3.

Figure 3: Risk matrix defined in MIL-882E (DoD, 2012)

A typical NASA risk matrix follows a 5x5 pattern, as de-
scribed in NASA’s standard document, NASA/SP-2007-
6105 Rev1, Systems Engineering Handbook.

Figure 4: Typical risk matrix in NASA (NASA, 2007)

A comparable 5x5 matrix is used in ESA, as per Fig. 5.

Figure 5: Risk matrix example in ESA (ESA, 2008)

We can note from these examples
• A different use in terminology (likelihood vs. prob-

ability, severity vs. consequences).
• A different orientation of the axes
• A variety of critical zones.

It is obvious that these differences are a first order risk for 
confusion in international projects.
A comparison of the definitions of the scales highlights 
even more considerable differences, as can be noted from 
Tab. 2 and 3.
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NASA (NESC) (Kelly, 2005) [14] ESA (ECSS-M-ST-80C) (ESA, 2008) China (QJ 3050A-2011) (SASTIND, 
2011)

5, very likely E, maximum A, frequent

Likely to occur often. 
> 0.10 (10-1) 

Certain to occur, will occur one or more 
times per project.

Likely to occur often

4, high D, high B, probable

Expected to occur sometime in the life 
of the item. 0.01 - 0.10 (10-2 - 10-1) 

Will occur frequently, about 1 in 10 
projects.

Likely to occur several times

3, moderate C, medium C, occasional

Likely to occur sometime in the life of 
the item. 0.01 - 0.001 (10-2 - 10-3) 

Will occur sometimes, about 1 in 100 
projects.

Likely to occur sometime

2, low B, low D, remote

Unlikely but possible to occur. 
0.001 - 0.000001 (10-3 - 10-6) 

Will seldom occur, about 1 in 1000 
projects.

Unlikely, but possible to occur

1, very low A, minimum E, improbable

<0.000001 (<10-6) Will almost never occur, 1 of 10,000 or 
more projects.

Unlikely, can be assumed occurrence may 
not be experienced

Table 2: Comparison of probability level

Table 3: Comparison of consequence levels

NASA (NESC) (Kelly, 2005) ESA (ECSS-M-ST-80C) (ESA, 2008) China (QJ 3050A-2011) (SASTIND, 
2011)

5 5 Catastrophic (I)
Death or disability, all major mission 
failure,  >$250 Million loss

Catastrophic Mission failure, death or permanent 
disabling injury

4 4 Serious (II)
Permanent partial disability or injuries, 
>50% major mission failure, $100-
$250 Million loss

Critical Major degradation of mission, severe 
injury  or occupational illness

3 3 Moderate (III)
Temporary injury, 1 major mission 
failure, $10-$100 Million loss

Major Minor degradation of mission, 

2 2 Negligible (IV)
Slight temporary injury, >50% 
supplement object failure, $1-$10 
Million loss

Significant Less than category III

1 1 /
Minimal/no injury, any one major 
mission loss,  $200K-$1Million loss

Negligible

One of the first obvious findings is that the risk qualifi-
cations for robotic versus human missions are not well 
distinguished (whereas the general public no doubt reacts 
stronger in cases of the loss or injuries of humans…). 
There are, therefore, many good reasons to propose two 
separate standard matrices; one for human missions and 
one for robotic flights.

4. PROPOSED STANDARD RISK MATRIX 
 FOR HUMAN SPACEFLIGHT

A study made by a team of ISU students in 2008 [15] 
focused on a distinction between activities in space to 
be executed by preference by humans or, alternatively, 
by robots.
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Evidently the analysis was multivariant and took into  
account elements such as dexterity, safety as well as ro-
botic capacity, but one of the driving determinants was 
the assumed risk of the respective operations. In order 
to determine an objective criterion, the team compared 
a number of human related risk definitions used by, 
amongst others ESA, NASA, The Australian Department 
of Health and the UK Resilience-cabinet office. It is no 
surprise that e.g. the quantified perception of risk was 
very different per standard and per organization.
In order to reach a common standard the team suggested, 
for human space flight, a 5x5 risk matrix as per Fig. 6, 
whereby the definition of the axes is given in Fig. 7.

Figure 6: Proposed Human Spaceflight Risk Matrix [15]

Figure 7: Description of axes of proposed human space-
flight matrix [15]

A Proposal for risk quantification

A parallel is here made with the well-known SWOT anal-
ysis. A major drawback of a SWOT analysis has been the 
lack of quantitative comparisons. In fact the qualitative 
matrix is to a large extent subject to the creativity of the 

initial analyst and can rather easily be manipulated (e.g. 
by providing a long list of Strengths and a negligible list 
of Weaknesses…)
In order to overcome this drawback, two strategic man-
agement experts, Wheelen and Hunger [16] have pro-
posed a quantification method.
Similar to this proposed method for SWOT quantifica-
tion, the labels in Fig.6 allow for a quantification method 
of the risks, when comparing e.g. two mission alterna-
tives, as follows:

1. Plot the 7 major risks of project A in the matrix
2. Add to each risk the respective quantitative figure 

and make a total for project A
3. Perform a similar exercise for project B
4. Compare both totals; the project with the lowest to-

tal is theoretically the project with less risk.

Example:

Project A has as 7 highest risks: D5 (24), E3 (20), D2 
(13), C2 (11), B4 (14), A5 (10) and E1 (9) hence a total 
of 101.
Project B has as 7 highest risks: E4 (23), D4 (22), D3 
(18), C4 (19), B3 (12), A4 (8) and E2 (16) hence a total 
of 118.
Conclusion: before risk mitigation project B has a higher 
risk score than project A. 

5. PROPOSED STANDARD RISK MATRIX 
 FOR TELECOMMUNICATION 
 SATELLITES (ROBOTIC MISSION)

In this section, a new risk matrix is proposed to be applied 
for well-developed space program, such as commercial 
telecommunication satellites. For this type of spacecraft 
historical experience data are available as most of the 
technologies used are flight proven except for the case 
of potential new requirements. For such well-developed 
space program, the actual probability of risk shall be as-
sumed to be lower, and recommended probability levels 
are shown in following Tab. 4.

Table 4: Recommended probability and consequence 
level

Score Probability Score Consequence 

A Improbable (< 0.01%) 1 Negligible

B Remote (0.01% - 1%) 2 Low

C Occasional (1% - 10%) 3 Moderate

D Probable (10% - 20%) 4 Serious

E Frequent (>20%) 5 Catastrophic
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According to above proposed definition of probability 
and consequence level, the new 5x5 risk matrix for well-
developed commercial tele-communication satellites 

is proposed as per Fig. 8 and an explanation of the risk 
ranking is shown in Tab. 5.

Frequent E 15 20 22 24 25

Probable D 13 14 17 21 23

Occasion C 8 9 16 18 19

Remote B 2 4 7 10 12

Improbable A 1 3 5 6 11

probability I II III IV V

consequence Negligible Low Moderate Serious Catastrophic

Figure 8: Proposed risk matrix for communication satellites

Table 5: Risk ranking
Ranking Description

1-5 (Green) Acceptable
6-9 (Blue) Acceptable after review and regular product assurance measurement shall be imposed.

10-19 (Yellow) Acceptable, but control and monitoring should be paid more attention, e.g. additional inspection, 
review, weekly report instead of monthly report, setting to be critical item, etc.

20-25 (Red) Unacceptable, must be mitigated, either decrease the probability or relief the consequence

6. CONCLUSION

A Risk Matrix is an excellent tool and an integral part 
for each Risk Management approach. However, over the 
years each organization has developed own risk matrices 
with the result that
• Nomenclature of the axes differs
• Description of the axes values widely differ
• No distinction is made for human versus robotic 

space missions.

Standardized risk matrices are therefore proposed in this 
article, based upon an analysis of the different matrices 
in use, in order to facilitate international and inter-agency 
comparisons, whereby
- A distinction has been made between a risk matrix 

for human and for robotic missions
- A method is proposed to quantify the risks.
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